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Developing a TMN Approach For Managing Synchronization Of Multi-Vendor SDH Networks   Dr. Shashi Raval, Sujai Hajela and Srinivas Bangalore
This paper presents the need for synchronization in the SDH/SONET environment and the reasons for management of this synchronization network. It also presents a model which can be used as a basis for design of a network management system for synchronization in a multi-vendor SDH network.

1. Introduction

Telecommunications today is both evolutionary and revolutionary. Recent trends and strides in this arena have made it possible for the common man to be connected  and get fast access to information regardless of  the physical location. The expectations and the demands of the consumer of telecommunications products today have also risen intensely. This has put a lot of stress on the current infrastructure of today’s telecommunications networks.  Also, the current trends towards de-regulation in this industry has put immense pressure on the telecommunication service providers to provide a high “Quality Of Service” (QoS) to remain competitive in the market.

The introduction of the “Synchronous Digital Hierarchy” (SDH) and ATM have been one of the most significant events in the telecommunications industry in the recent years. The rapid deployment of digital switching systems, use of optical fiber ( which provides higher bandwidth and is now also driving the cost of transmission down ), introduction of SDH, constantly emerging standards and protocols are some of the key factors which have contributed to the increasing importance of synchronization in the telecommunications network. 

2. Need for Synchronization
In digital transmission systems, PDH or SDH, it is extremely important to keep the sending and receiving ends, which could be geographically far apart, synchronized without which there would be a loss or repetition of data. The concept of synchronization ensures that the sending and receiving nodes are operating at the same clock rate i.e. a network clock located at the source which is providing timing to the source and a network clock located at the receiving end which is providing timing to the receiving end node, are in step which each other. Differences in timing within the nodes in the network will cause “slips” wherein the receiving node either drops ( in case the source clock rate is faster than the receiving clock rate  - slip of deletion ) or re-reads (in case the source clock rate is slower than the receiving clock rate  - slip of repetition ) the information sent to it.
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Figure 1. Slip buffer

A slip impacts the quality of service in a transmission network. In case of voice data, it results in occasional audible clicks. This was bearable previously where the data was analog and an audible click was not so critical. However, most of the services today are digital and this click can have a lot of implications on the service quality. In faxes, it can result in distorted lines, in video transmission, it can result in frame loss. The consequences in case of encrypted services is more disastrous as it can result in the corruption of the key itself leading to corrupted data. In today’s era of telecommuting and surfing the web, a slip may cause an unreliable modem connection. In most of the above cases, the user is forced to re-transmit data which is putting more stress on the transmission infrastructure and is actually reducing the effective bandwidth as the same data is being transmitted multiple times. In SDH/SONET, if the nodes loose synchronization, it does not result in slips due to the fact that the payload in SDH/SONET is transmitted asynchronously. SDH and SONET use pointers to identify the start of payload and a mismatch can cause frequent pointer adjustments.

In today’s world of high competition and intensive telecommunication demands, the telecommunication service providers cannot afford to have a low QoS. Hence, synchronization becomes an important issue in a bid to provide a high  QoS.

3. Role of Synchronization in SDH Networks

One of the main advantages of SDH is the ability to carry traffic as a tributary without having to undergo complex multiplexing/de-multiplexing procedures typical of a PDH environment. The possible slips that can occur due to differences in clock rates within the network are accounted for by pointer adjustments. Hence, slips do not occur in an SDH network. However, pointer adjustments lead to jitter and wander in a transported signal. Excessive jitter can cause mis-frames ( loss of frame synchronization ) and excessive wander can cause the terminating  PDH network to slip. This is an important factor to be considered as most of the transmission networks of the world today consist of SDH rings interconnected with the existing PDH infrastructure. A synchronization problem would ultimately affect the data being transmitted on the transmission backbone resulting in a poor quality of service.

In case of a DS3/E3 payload, a single pointer adjustment can cause a jitter of  8UI ( A UI- unit interval - is the duration of time needed to send a single bit )which is higher than the acceptable limit of 5UI. This necessitates the  SDH equipment to slow down ( filter) the phase movement caused by the pointer adjustment. However, if it filters the phase movement too much, it can overlap with the phase movements caused by the next pointer adjustment. Synchronization plays an important role in reducing these pointer adjustments which could be balanced by restricting the SDH filtering requirements.

In case of a DS1/E1 payload, like in case of a DS3 payload, a single pointer adjustment causes a jitter of 8UI. However, in case of a DS1/E1 payload, it is much easier to slow down the phase movements without having to worry about it overlapping with the next pointer adjustment as compared to a DS3/E3 payload due to slower transmission rates of the DS1/E1 payload.  But the concern in this case is the wander which can occur due to the accumulation of pointer adjustments over time. SDH can add up to 90 microseconds of wander in a day on a DS1/E1 payload signal which is very high compared to the 18 microseconds which is sufficient to cause slips.

As is clear from the above, it is extremely necessary to limit the number of pointer adjustments which can be achieved by network synchronization. Synchronization issues become more complicated with SDH rings and protection switching, which, if not carefully planned, can result into timing loops which can cause these rings to drift away from the entire network. Concepts like synchronization status messaging (SSM) have been introduced to address such issues. However, SSM requires the timing equipment to have more intelligence instead of being just a timing source. This also propels the need to manage these timing devices as another network element in the SDH network.

4. Need for managing a Synchronization Network
As the importance of synchronization is being felt in the digital transmission networks of today, it becomes an extremely critical factor to be managed. The capability to manage the synchronization network will help in making the telecommunications operators more proactive to possible failures in the synchronization network itself. In case of SDH networks, failure at higher levels of the synchronization hierarchy like failure of a Stratum 1 clock providing timing to other synchronization units in the network or a possible ring failure, could lead to an alarm storm. In such situations, a management system can be use to filter and correlate the event information to allow the operator to identify the root cause of the problem and isolate and identify the fault.

Management would also allow the network operator to be in a position to retrieve information and act accordingly and configure the network  for optimum performance. It would ease the job of planning, operations, administration, maintenance and provisioning of the synchronization network.  Effective management will eventually lead to a higher QoS and higher revenues.

The management system can maintain data which can be used to generate statistical reports and trend analysis. Useful information can be gathered and interesting interpretations can be made on the performance of the synchronization units. E.g. reports can be generated on the TDEV of a particular channel. The operator can then drill down on the time segment where the TDEV values were below expectations and for this time period, the operator could generate a report on events to see the type of events which were emitted during this time segment.

Telecommunications operators today do not want to be tied down to a single vendor but prefer to source equipment from multiple vendors. This leads to a bigger problem of managing a multi-vendor network  wherein each vendor provides their own network management system and the operator is unable to get a consolidated view of the network. 

For efficient management of the SDH network, it is important that the management systems existing at various levels of the TMN hierarchy are able to communicate and interact with each other. ITU-T has proposed various recommendations which define the interfaces which can exist between the various levels of the TMN hierarchy. 

In an SDH environment, an integrated network-level and element-level management solution can be critical for optimum performance of the transmission network. Alarm information from the synchronization network, if relayed to the operator viewing the 

SDH network can help the operator make decisions regarding the timing sources to be used.  The operator can be quickly notified about a deteriorating signal or a holdover situation on the basis of which some configuration operations can be performed in the SDH network to prevent loss of data and maintain a high QoS. Figure 2 portrays a scenario which depicts one of the advantages of this inter-management layer communication.




Figure 2 Element manager - network manager interaction

The above figure depicts a synchronization supply unit (SSU) which is receiving a timing signal from two add-drop multiplexers, ADM-1 and ADM-2 supplying a 2Mbps and 2MHz timing source.  The SSU can be configured to select the better quality input from the two input sources based on the Synchronization Status Message (SSM). However, the 2 MHz signal cannot carry an SSM like a 2Mbps signal. In this case the ADM-2 can inform the SDH network manager of the timing quality value. The SDH network manager can then relay this information to the synchronization element manager which can then set an “assumed” SSM quality level for this 2MHz timing source on the SSU.  The SSU can then choose the better quality signal and use it for providing timing.

Note: The use of SSM is still a hot topic under discussion and the standards for it are still evolving.

5. Managing a Synchronization Network

In the previous sections we discussed the importance of synchronization and the need for managing the network providing synchronization. Having understood the vital role that network synchronization plays, and the benefits of making such synchronization information available to a management system, we now take a look at proposing a model for managing such information using standard techniques. These standard techniques are based on the principles of a Telecommunications Management Network, or TMN.

In this section, we introduce some principles of TMN and apply them to define an abstraction of a synchronization network, so that it may be managed by a management system.

5.1 Telecommunications Management Network

The Telecommunications Management Network (TMN) defines activities and provides a framework to facilitate an end-to-end network management concept. According to the ITU-T Recommendation M.3010, a TMN is intended to support a wide variety of management areas including planning, installation, operations, administration, maintenance, and provisioning of telecommunications network and services. The following five functional areas have been defined in TMN (ITU-T Recommendation M.3400) 

· Fault management - set of functions which enables the detection, isolation and correction of abnormal operation of the network and its environment.

· Configuration management - set of functions to exercise control over, identify, collect data from and provide data to the network elements.

· Performance management - set of functions to evaluate and report upon the behavior of the equipment and the effectiveness of the network and the network elements.

· Security management - set of functions to control access to the network elements and the management information.

· Accounting management - set of functions which enables the use of the network service to be measured and costs for such use to be determined. 

The TMN architecture consists of the functional architecture, the informational architecture and the physical architecture.

5.1.1 TMN functional and physical architecture

The TMN functional architecture defines the following blocks:

· Operations systems function (OSF)

· Mediation function (MDF)

· Network element function (NEF)

· Workstation function (WSF)

· Q adapter function

The TMN physical architecture provides a means to transport and process information. It is made up of the Operations system, Mediation device, Q adapter, Network element and the Workstation. The Data communications network (DCN) performs the Data communication function (DCF) which is used by the TMN functional blocks to exchange information.

The figure 3 shows the TMN functional blocks and the physical components.




Fig 3. TMN functional blocks and components. (F = function, e.g., OSF = operations system function where OS = operations system is the physical component. )

5.1.2 TMN information architecture

The TMN information architecture defines the information exchanged between these functional blocks. One of the key concepts underlying TMN is the object oriented representation of the network and all its components. Every resource in the network that needs to be managed is represented by an abstraction, called an ‘object’. Objects could be physical, such as a multiplexer, an interface, or a computer system; or logical such as a software program, or an operator management domain. Such resources, which are capable of being managed by a management system are called  ‘managed objects’.




Figure 4.  A manager-agent model

Every managed object is characterized by certain attributes that it contains, actions which can be performed on it, the notifications or events that it emits, and its behavior with respect to other managed objects and the system as a whole.

In order to manage a managed object, TMN also defines the manager-agent model. The manager is an entity that exists in the managing system, and exerts the control, the coordination and the monitoring. It issues requests to perform specific operations on the managed object and receives responses and notifications  that are emitted by the managed object. The agent is an entity that resides in the managed system, to which all control, coordination and monitoring are directed. It interfaces directly with the managed object and acts on behalf of the manager to perform the requested specific operations. It intercepts notifications that originate from the managed object, and directs them to the manager.

The manager and agent share a common notion about the managed system and all the managed objects contained within it. They look at the managed objects, and their properties as a structured information base called the Management Information Base, or MIB. The MIB, being the only  information that is common to both, the manager and agent, forms an important part of any TMN based system, and plays a crucial role in guaranteeing coordination between the manager and agent. Figure 4 shows a pictorial representation of the manager-agent concepts.

The task of identifying useful,  manageable attributes and grouping them into managed objects is termed as ‘Information Modeling’. The International Telecommunication Union (ITU) has already defined a number of generic managed object classes which can be used for network management. The challenge of information modeling is to use these existing managed objects as far as possible, and derive new ones from them (through a technique called inheritance) if necessary. One of the ITU Recommendations, X.722 specifies guidelines for defining these managed objects. These guidelines are commonly referred to as GDMO (Guidelines for the Definition of Managed Objects). In order to ensure compliance to TMN standards, it is important that the information model strictly adheres to the GDMO. This information model, often called as the MIB (Management Information Base) , forms the basis for effective manager-agent communication.

The manager and agent use the 7 layer OSI ( Open System Interconnection ) stack for communications. One of the key elements of all these protocol suites is the Common Management Information Service Element (CMISE), which is one of the building blocks of the application layer of the OSI stack. CMISE consists of a service definition, the Common Management Information Service (CMIS); and a protocol specification, the Common Management Information Protocol (CMIP).
5.1.3  TMN Hierarchy

The following figure 5 depicts the TMN hierarchy. 



Figure 5 TMN hierarchy
In the TMN hierarchy, the upper level layers use the services of a lower level layer to accomplish the tasks of an operator to manage the network. The TMN concept can be thought of as a combination of many processes, human or automated, which exist at different levels of the TMN hierarchy and interact with one another to complete an operator task.

· Element management layer - controls and coordinates a subset of the network elements and has full access to the network element functionality. The Operations system function at this layer supports the interaction between the network management layer and the network element layer. It maintains the necessary management information for its domain of control.
· Network management layer - it provides the functionality to manage the network across the management domain boundaries of an element manager. It supports modification of network parameters spanning across sub-network domains. It provides the view of the full network being managed and also provides a technology independent view to the service management layer.
· Service management layer - responsible for the services being provided to the customers and maintenance of the QoS levels offered to the customers.
· Business management layer - it has the responsibility for the full enterprise. This layer is proprietary to the network service provider as it deals a lot with operational and organizational processes. This layer is included in the architecture to facilitate the specification of capability that it requires of the other management layers. It deals with the optimal investment and use of new resources and their deployment based on the demand of network services.
5.2 Modeling a Management System for Synchronization Network

This section presents an example synchronization network management model. Based on the TMN framework, a physical architecture and the system management activities are defined. These management activities can consist of a sequence of individual operations which need to be performed on the managed objects which have been identified in a typical synchronization network.

5.2.1 Functional and Physical Architecture

Figure 6 shows the TMN functional and physical architecture based on ITU-T Recommendation M.3010. The ITU-T G.784 recommendation defines another functional architecture which is a subset of  M.3010. The G.784 recommendation defines a Management application function (MAF) which is contained in a stand-alone operations system/mediation device entity providing OSF/MDF.
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Figure 6. Functional and Physical Components for a synchronization network

5.2.2 Identification of Managed Objects
The next step in managing a synchronization network is to identify appropriate managed objects which a management station will manage. Each managed object is associated with attributes that reflect the status of a network element, a region, or the entire synchronization network. A management station can query a managed object to observe and modify these attributes. Table 1 shows some of the managed objects that may need to be managed at the various levels of the TMN hierarchy.




Table 1.  Managed objects and associated management layers

5.2.3 System Management Functions for Synchronization Networks

Once the objects to be managed have been identified, the next step is to identify the operations that need to be performed. All synchronization network management tasks may be categorized under five system management functions as defined by TMN. These functions, and the specific management aspects involved are outlined below:

Fault Management
· Link failure

· Equipment failure

· Alarms due to threshold crossing and signal loss

· Alarms due to problems in the management system

· Event correlation

· Trouble ticketing 

· Event reports - object creation/deletion, attribute value change

· Statistical information, event log

Performance Management
· Signal quality measurements such as MTIE (maximum time interval error), phase, frequency, TDEV and SPREAD.

· Measurement of jitter, wander, CRC errors, etc.

· Periodic performance data retrieval

· Scheduled performance data upload

· Performance reports

Configuration Management

· Provisioning of network elements

· Provisioning of synchronization trails

· Input reference selection 

· Input signal priority assignment

· Physical connectivity 

· Operating modes (revertive, not-revertive, etc)

· Enable/disable Synchronization Status Messages (SSM)

· Alarm severity levels 

· Firmware download

· Inventory management

Security
· User and password profiles

· Operator access

· Management domains

5.2.4 Management Levels in the synchronization network

Based on the TMN hierarchy, the following section presents the organizational responsibilities of each layer in a synchronization network. The business and the service management layer have not been dealt with in great details as the tasks in these layers are defined to a great extent based on the organization with the end goal of providing a high QoS and eventually high profits.

5.2.4.1 Business management layer

There are few TMN standards which address the tasks that need to be performed at the business management layer as it tends to be considered proprietary to a telecommunication service provider. However, with advancement in technology and more automation, it may be possible to have management systems which are able to contribute to this layer. An example of this layer for synchronization could be the adding more transmission equipment due to increase in demand.  This layer would study the investments required to support this extra demand and will then depend upon the lower level layers to provide services to work towards the goal of deploying the required infrastructure. These services may include tasks like changes in the synchronization plan based on certain input parameters and ring configurations and deployment of network elements.

5.2.4.2 Service management layer

This layer deals with those management tasks which primarily contribute towards providing a high QoS. Tasks in the synchronization network which are essential to maintain a certain timing quality by avoiding slips will be addressed by this layer. An example can be to qualify or disqualify a timing source based on certain performance parameters or based on SSM. This layer would also deal with the trouble management which together with the customer service related activities could help in reporting progress of faults and addressing problems of key customers at the earliest. This layer could also do trend analysis on the event data and the performance data collected and find out information like which regions are giving a high QoS or which synchronization network elements are emitting the most alarms. 
5.2.4.3 Network Management Layer
At this layer, the management functions are related to managing sub-network domains or regions, correlating events across different regions of the network, managing the synchronization trails, and monitoring events that originate from network elements as well as the element managers which are managing these regions. The network manager sees a global picture of the entire synchronization network and provides operator access to various regions for administrative purposes. This layer also handles security issues by maintaining user profiles to access designated regions. 

An important functionality at this layer is the ability to correlate events across regions as a failure of a synchronization supply unit (SSU) at a higher level in the synchronization hierarchy which is providing timing to other SSUs can cause an alarm storm. In such a situation, is critical to be able to identify the root-cause of the problem rather than pay attention to all the related alarms which can potentially result into a lot of wasted effort and money.

The network management layer can also make an element  manger “A” in the network take over the functionality of  an element manager “B” if the latter element manager is no longer able to provide the management functionality. However, for this to happen, the element manager needs to be modeled as an object class having its own set of attributes and service primitives including notifications and actions which would allow a network level manager to manage it.

The information model that the network management system sees at this level consists mainly of a definition of the element management system. The network elements underlying the element management system can be  transparent to the network manager. The element management system represents all the network elements that it manages. Thus, from the network management layer’s perspective, the element management system, if modeled as another managed object in the information model and all the network elements under it can be visualized as one single virtual synchronization network element.

5.2.4.4 Element Management Layer

Network elements are usually grouped into regions or domains based on topological considerations, service requirements, geographical and operational requirements. All network elements within a region are connected to an element management system through a data communications network. The element manager manages all the network elements and provides a user interface so that an operator can access information pertaining to individual network elements.

The element management layer provides the tasks like event monitoring, inventory management, performance data retrieval, configuration tasks, firmware download etc. to be performed on the synchronization network elements. It is also the responsibility of the element manager to inform the network level management system about its health ( e.g. software errors, database corruption, disk full ) and any management system related activity ( system restarted, software upgrade ). The element manager should be able to forward the types of events requested by the network level manager ( based on the event forwarding discriminator set by the network level manager ) and also service its requests. 

Network Element Layer

This layer consists of individual synchronization clocks, connected together as per the synchronization plan arrived at providing optimum synchronization based on the criteria and tasks specified in the business and service management layers. Each network element  may also support a Q3 interface. Another approach is for the network element to provide a Qx interface and for the management system to  provide a mediation device functionality which interacts with the network element over a Qx interface and with the other operations systems over a Q3 interface.

The choice of whether a network element should support an embedded Q3 stack or provide one though a mediation function can be based on various factors like the number of network elements in the network, the maturity of the Q3 interface in synchronization and the effect of the stack on the network element.

The advantages of providing a mediation function which resides on the operations support system are as follows:

· a single Q3 stack rather than having a stack on each network element in the network is cost effective and economical

· reduced data transfer on the DCN. E.g. the size of a TCP/IP packet with ASCII data is much less compared to a  CMIP (Common Management Information Protocol) protocol data unit containing the same information

· easier to change software than firmware - as standards in synchronization are not fully mature, it may result in frequent changes which can result in frequent firmware downloads

The main advantages of providing an “embedded  Q3 stack” on the network element are as follows:

· the network element can be managed by another operations system which supports a Q3 interface. The customer does not have to maintain another element manager for synchronization network.

· The mediation function is the single point of failure. In case this functionality fails, the higher level network manager, if they only support a Q3 interface to the element manager, may not be in a position to communicate with the synchronization network elements and may loose visibility of the network. This single point of failure can be avoided provided a resilient element management system is available which can take over the mediation functionality in the event of a failure.

However, given the level of maturity of the Q3 standards for the synchronization network elements, the network operators need evaluate whether or not the latter concept of an embedded stack is an advantage as changes to the firmware are more difficult than making changes to the software and can affect the synchronization network operations.

6. Conclusion

The paper has presented an example model of a TMN platform for synchronization management. It presents a possible functional architecture for such a platform and the objects to be managed in a typical synchronization network. It then defines the management activities for a synchronization network and gives a brief description on the functionality, information and interaction which may exist at various management levels of the synchronization network. This paper introduces the concept of  - management of the managing system  wherein the element manager system itself is treated as a managed object which is being managed by the network manager. This would enable the network level manager to have a “unified” view of the synchronization network and present the same to the service management layer independent of the technology at the element management and network element layer. This paper can be used in defining a model for synchronization network management. However, the managed objects and the management functionality need to be elaborated which is not in the scope of this paper.
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